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Article Info ABSTRACT

Article history: Phishing remains one of the most critical and rapidly evolving cyber
threats, with increasing incidents that challenge conventional detection
mechanisms such as blacklist-based approaches. Although machine
learning models have improved phishing detection accuracy, many
studies emphasize performance optimization without adequately
addressing model interpretability and transparent decision-making. This
Keywords: study aims to develop an optimized and explainable phishing detection
framework by integrating XGBoost with Particle Swarm Optimization
(PSO) for hyperparameter tuning and SHAP for interpretability analysis.
The proposed approach was evaluated on the UCI Phishing Websites
dataset consisting of 11,055 samples and 30 features, using accuracy,
precision, recall, Fi-score, and ROC-AUC as performance metrics.
Experimental results show that XGBoost optimized using PSO achieved
the best performance with an accuracy of 0.911, precision of 0.906, recall
of 0.902, Fi-score of 0.904, and ROC-AUC of 0.935, outperforming
Random Forest (accuracy 0.896; ROC-AUC 0.921), SVM (accuracy 0.872;
ROC-AUC 0.903), and XGBoost with default hyperparameters (accuracy
0.842; ROC-AUC 0.875). Furthermore, SHAP analysis identified key
influential features such as Have_IP and URL_Length, providing
transparent insights into model decisions. These findings demonstrate
that combining metaheuristic optimization with explainable Al
significantly enhances both predictive performance and interpretability,
contributing to the development of reliable and trustworthy phishing
detection systems in dynamic cybersecurity environments.
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1.  INTRODUCTION
Phishing is one of the most significant cyber threats that continues to evolve and has a widespread
impact on the security of internet users' information [1], [2]. This technique involves manipulating
users into providing sensitive information such as login credentials, credit card details, or personal
information through fake websites that resemble the original sites [3], [4]. According to the Phishing
Activity Trends report from the Anti-Phishing Working Group [s], [6], phishing incidents have
increased significantly by 45% compared to the previous year, highlighting the urgency of developing
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more effective and adaptive detection methods. Traditional methods for detecting phishing, such as
the use of URL blacklists, have serious limitations, especially in detecting new phishing sites that have
not been previously recorded [7], [8]. Therefore, Machine Learning (ML)-based approaches are
increasingly being adopted in cybersecurity research to improve the accuracy and generalization
capabilities of phishing detection models [9], [10].

One of the ML algorithms widely used in phishing classification is Extreme Gradient Boosting
(XGBoost), which is known for its advantages in terms of computational speed and prediction accuracy
on large and complex data [u], [12]. However, XGBoost, like many other ensemble models, is often
considered a black box due to the difficulty of interpreting the decisions generated by the model. This
is an obstacle in the context of cybersecurity, where transparency and user trust are essential [13]-[16].

To address this issue, the field of Explainable Artificial Intelligence (XAI) offers various
techniques that enable more transparent interpretation of ML model prediction results. One popular
XAI method is Shapley Additive Explanations (SHAP), which uses Shapley value theory from
cooperative games to measure the contribution of each feature in determining model decisions, both
globally and locally [17], [18]. The integration of XGBoost with SHAP enables not only accurate phishing
detection, but also a deep understanding of the factors that influence the prediction [19]-[21].

In addition, the performance of the XGBoost model is greatly influenced by the selection of
hyperparameters. Manual hyperparameter optimization or using traditional techniques such as Grid
Search and Random Search are often inefficient and ineffective in finding the best parameter
combination [22]-[24]. Metaheuristics such as Particle Swarm Optimization (PSO), inspired by the
social behavior of flocks of birds, offer an efficient and effective approach to finding optimal solutions
in a large and complex parameter space [25], [26]. The use of PSO to optimize XGBoost
hyperparameters has the potential to significantly improve phishing detection accuracy.

Previous studies have implemented various optimization methods to improve the
performance of phishing detection models, but few have integrated PSO-based hyperparameter
optimization with Explainable Al techniques to provide transparent and reliable interpretations of the
results [27]-[30]. Therefore, this study aims to develop a phishing detection model that combines
XGBoost hyperparameter optimization using PSO and interpretability analysis using SHAP on the
Phishing Websites dataset from the UCI Machine Learning Repository. With this approach, it is
expected that not only will a model with optimal detection performance be obtained, but also a system
that can provide explanations for model decisions, thereby increasing user trust and supporting more
informed decision-making in the field of cybersecurity.

Despite the growing body of research on phishing detection using machine learning and
ensemble-based classifiers, most existing studies tend to focus on performance improvement alone,
either through algorithm selection or hyperparameter tuning, without adequately addressing the
interpretability of the resulting models. Studies that apply metaheuristic optimization techniques,
such as Particle Swarm Optimization, primarily emphasize accuracy gains, while explainability is often
treated as a secondary or separate analysis. Conversely, research incorporating Explainable Al methods
like SHAP frequently relies on manually tuned or suboptimal models, which limits the reliability of the
explanations produced. This indicates a clear research gap in the lack of a unified framework that
simultaneously integrates metaheuristic-based hyperparameter optimization and robust
interpretability mechanisms for phishing detection. Therefore, this study aims to develop an optimized
and transparent phishing detection model by integrating PSO-based hyperparameter optimization
with XGBoost and SHAP-based explainability analysis. The main contributions of this research are
threefold: (1) proposing a hybrid framework that jointly optimizes detection performance and
interpretability, (2) demonstrating the effectiveness of PSO in enhancing XGBoost performance for
phishing classification while preserving explainability through SHAP, and (3) providing practical
insights into the most influential phishing features to support trustworthy and explainable
cybersecurity decision-making. This integration is expected to contribute both methodologically and
practically to the development of reliable, transparent, and user-trust-oriented phishing detection
systems.

Enhancing XGBoost performance for classification tasks using particle swarm optimization and SHAP-based
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2. RESEARCH METHOD
2.1 Research Flowchart
This research follows the main stages described in the flowchart as follows: data preparation and
preprocessing, training the XGBoost model with default hyperparameters, optimizing
hyperparameters using Particle Swarm Optimization (PSO), evaluating model performance, and
analyzing interpretability using SHAP (Shapley Additive Explanations). The flowchart systematically
illustrates the process of data processing to the interpretation of phishing detection model results..

Data Preprocessing

Data Preparation 1. Handling Missing Values
Start 2.Feature Encoding

3.Normalization

Model Evaluation
Accuracy \ 4

Precision Parameter Optimization with PSO < RBF, SVM, XGBoost Model Training
Recall Default Hyperparameters Default Hyperparameters

F1-Score
ROC-AUC

.

Interpretive Analysis with End
SHAP

Figure 1. Research Flow Chart

2.2. Dataset

The dataset used in this study is the Phishing Websites Data Set obtained from the UCI Machine
Learning Repository. This dataset consists of 11,055 data samples, each of which is equipped with 30
descriptive features related to URL characteristics, security attributes, and other features relevant to
phishing classification. The target labels in the dataset are binary, namely phishing (malicious sites)
and legitimate (safe sites).

2.3. Preprocessing Data

Before model training is carried out, data preprocessing is performed to ensure the quality and
readiness of the dataset used. This process begins with handling missing values, which involves
identifying missing or incomplete data and addressing the issue using the appropriate imputation
method so as not to interfere with the model training process. Next, categorical features in the dataset
are converted into numerical format through encoding techniques, such as One-Hot Encoding or Label
Encoding, so that they can be processed by the XGBoost algorithm, which requires numerical input.
In addition, numerical features in the dataset are normalized to standardize the data scale, which aims
to speed up the training process and improve overall model performance. Finally, the dataset is divided
into two subsets, namely training data and testing data, with a proportion of 80% for training and 20%
for testing, in order to measure model performance objectively and avoid evaluation bias.

2.4. Model Implementation and Hyperparameter Optimization

The XGBoost model was first trained using the default hyperparameter configuration as a baseline.
Next, hyperparameter optimization was performed using Particle Swarm Optimization (PSO) to
improve model performance. The optimized parameters included learning rate, max_depth,
n_estimators, subsample, and other important parameters that significantly affected the classification
results. The PSO algorithm was run with a population size of 30 particles and a maximum of 50
iterations, which was designed to efficiently find the best combination of hyperparameters. To avoid
overfitting during the hyperparameter optimization process and to ensure robust model
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generalization, a k-fold cross-validation scheme was employed within the PSO optimization
framework. Specifically, a 5-fold cross-validation strategy was used, where the training dataset was
partitioned into five equal subsets. In each iteration, four folds were used for model training, while the
remaining fold served as the validation set. The average classification accuracy across all folds was used
as the fitness function for the PSO algorithm. This validation strategy allows the optimization process
to evaluate hyperparameter configurations more reliably and reduces the risk of selecting parameter
values that perform well only on a specific data split.

The selection of PSO parameters was based on both empirical evidence from previous studies
and practical considerations related to computational efficiency. A population size of 30 particles was
chosen to provide sufficient diversity in the search space, while a maximum of 50 iterations was
considered adequate to achieve convergence without excessive computational cost. The inertia weight
and acceleration coefficients were set to commonly used values to balance exploration and exploitation
during the optimization process. For the XGBoost model, the optimized hyperparameters included
learning rate, maximum tree depth, number of estimators, and subsampling ratio, as these parameters
have been widely reported to have a significant impact on model complexity, learning stability, and
classification performance.

i). Model XGBoost
XGBoost is a decision tree-based boosting algorithm that iteratively optimizes the objective
function. The objective function at iteration t can be written as:
n

£® =31y 90 + £l + 0£) B
i=1
where : n = number of data samples, y; = the actual label of the data to -i, 371.“_ = model prediction in
the previous iteration, f; = regression function studied in iteration -t, [ = loss function (e.g., log loss for
binary classification), Q(f;) = regularization to prevent overfitting.
Loss Function for Binary Classification (Log Loss):
1(,9) = —(y log(® + (1y)log(1 —9)) (2)
ii). Optimized XGBoost Hyperparameters
Learning Rate () model update scale step at each iteration. Prediction update formula:
97 =97 +nf) G)
iii). Particle Swarm Optimization (PSO)
PSO is used to find the best combination of hyperparameters that minimize the objective
function (e.g., error, loss, or maximize accuracy).
Particle Representation
Each particle iii represents a set of hyperparameters as a position vector:

1)

X = [T], Maxgeptn, Nestimatorss Subsample, - ] (4)
Particle Speed Update
Particle velocity vi in iteration t+1 updated with the formula:

vi*! = wv! + ¢y (pbest; — xP)+ 1y (gbest — x}) (5)

Where: w = inertia weight, controlling the momentum of particle velocity, c; ¢, = social and cognitive
learning coefficients, r;7,~U(0,1) = uniform random number, pbest; = best particle position i
throughout the previous iteration, gbest = best global position of all particles.

Particle Position Update
After updating the velocity, the particle positions are updated:
xft = xf + vt (6)

This new position is a candidate hyperparameter for further evaluation.

Fitness Function (Objective)
The fitness function that PSO wants to minimize is:
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f(x;) =1— Accuracy(x;) (7)
or other metrics such as error rate, loss, etc. These metrics are obtained from the results of training
and validating the XGBoost model with hyperparameters x;.

2.5. Model Evaluation

To assess the performance of the developed phishing detection model, this study uses several
evaluation metrics commonly applied in the context of binary classification. The first metric is
accuracy, which measures the proportion of correct predictions from the entire sample data, thus
providing an overview of how accurately the model classifies data as phishing or legitimate. However,
accuracy alone is not sufficient, especially in cases of unbalanced data, so additional metrics such as
precision and recall are needed. Precision measures the proportion of correct phishing predictions out
of all phishing predictions generated by the model, reflecting the model's ability to minimize false
positives. Conversely, recall indicates the proportion of phishing successfully detected out of the total
phishing actually present in the dataset, which is essential for reducing false negatives and avoiding
failure to detect malicious sites. To achieve a balance between precision and recall, the Fi-score metric
is used, which is the harmonic mean of the two metrics. In addition, this study also uses ROC-AUC
(Receiver Operating Characteristic - Area Under Curve) as an evaluation metric that measures the
model's ability to distinguish between phishing and legitimate classes as a whole through a sensitivity
curve against specificity. With this combination of metrics, model evaluation can be carried out
comprehensively, not only based on general accuracy but also considering the balance and
discrimination ability of the model in the context of cybersecurity.

2.6. Explainable Artificial Intelligence Analysis
To provide interpretability to the model results, the Explainable Al method SHAP (Shapley Additive
Explanations) was used. SHAP was used to analyze the contribution of each feature to the model's
prediction decisions, both at the global level (entire dataset) and locally (case by case). Visualization
of SHAP values helps to understand which features most dominantly influence phishing predictions,
thereby increasing transparency and trust in the developed model. To improve the transparency and
interpretability of the model, the Explainable Al method SHAP (Shapley Additive Explanations) is
used. SHAP calculates the contribution of each feature to the prediction decision using the following
formula:

ISILCAF = 1S] =
¢i = Tl

!
) [fsu{i}(xsu{i}) - fs(xs)] (8)
ScF{i}
where: ¢; is the SHAP value of the feature -i, F are all features, and S is a subset of features without
features to -i.

3. RESULTS AND DISCUSSIONS

3.1. Experimenting with Random Forest algorithm

In the initial experimental stage, the model was built using the Random Forest algorithm with default
configurations, namely 100 trees (n_estimators), max_depth = None, min_samples_split = 2, and
min_samples_leaf = 1. The dataset was divided into training and testing data with a ratio of 80:20, then
evaluated using accuracy, precision, recall, Fi-score, and ROC-AUC metrics. The test results show that
Random Forest is capable of achieving an accuracy of 0.896, precision of 0.889, recall of 0.902, F1-score
of 0.895, and ROC-AUC of 0.921. The relatively high recall value indicates the model's ability to detect
phishing sites, while the ROC-AUC above o0.92 indicates strong class discrimination capabilities.
Overall, these results show that Random Forest provides stable and fairly high performance without
requiring complex hyperparameter optimization.

Table 1. Random Forest Model Evaluation Results

Evaluation Metrics Value
Accuracy 0.896
Precision 0.889
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Evaluation Metrics Value
Recall 0.902
F1-Score 0.895
ROC-AUC 0.921

The table shows that the Random Forest model has stable performance with good phishing detection
capabilities, as seen from the high recall and ROC-AUC values.

3.2. Experimenting with SVM algorithm

In the experimental stage using the Support Vector Machine (SVM) algorithm, the model was built
with a Radial Basis Function (RBF) kernel and default parameters of C = 1.0 and gamma = scale. Before
the training process, feature standardization was performed using normalization techniques to ensure
that all variables were on the same scale, given that SVM is sensitive to differences in data scale. The
dataset was divided using an 80% training data and 20% test data scheme, then evaluated using the
accuracy, precision, recall, Fi-score, and ROC-AUC metrics. The test results show that the SVM model
achieved an accuracy of 0.872, precision of 0.865, recall of 0.879, Fi-score of 0.872, and ROC-AUC of
0.903. These values indicate that SVM has a fairly good classification ability in distinguishing between
phishing and legitimate sites.

Table 2. SVM Model Evaluation Results

Evaluation Metrics Value
Accuracy 0.872
Precision 0.865

Recall 0.879
F1-Score 0.872
ROC-AUC 0.903

The table shows that SVM has fairly good classification performance, with class discrimination
capabilities indicated by an ROC-AUC value above 0.90, although it is still below the ensemble model.

3.3. Experimenting with XGBoost

In the initial experimental stage, the XGBoost model was built using default hyperparameter
configurations, including a learning rate () of 0.1, a maximum depth of 6, 100 estimators, and
subsample and colsample_bytree values of 1.0 with a gamma of o. Initial evaluation of the test data was
performed using five main metrics, namely accuracy, precision, recall, F1-score, and AUC. The test
results show that the XGBoost model with this initial configuration is capable of achieving an accuracy
level of 0.842, precision of 0.835, recall of 0.828, Fi-score of 0.831, and AUC of 0.875. These findings
show that XGBoost with default hyperparameters has performed quite well, although there is still room
for improvement through further hyperparameter optimization.

Table 3. XGBoost Performance Results

Metrics Value
Accuracy 0.842
Precision 0.835
Recall 0.828
Fi-score 0.831
AUC 0.875

3.4. Hyperparameter Optimization Using Particle Swarm Optimization

In the optimization stage, the Particle Swarm Optimization (PSO) algorithm is used to find the most
optimal XGBoost hyperparameter configuration to improve classification performance. PSO was
chosen because it has the advantage of balancing search space exploration (global search) and
exploitation (local search), enabling it to find optimal solutions to non-linear and high-dimensional
optimization problems. In this study, the optimized hyperparameters include the number of trees
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(n_estimators), tree depth (max_depth), learning rate (learning_rate), data sampling ratio
(subsample), and feature ratio per tree (colsample_bytree). The optimization process was carried out
by involving 30 particles and 50 iterations, where each particle represented a candidate solution
(combination of hyperparameters). The fitness function used was the accuracy on the validation data,
so that each iteration focused on improving the model's ability to classify data correctly. With this
mechanism, particles continue to improve their position following the best individual experience
(pbest) and the best global experience (gbest), until a stable and optimal hyperparameter configuration
is finally achieved.

The final results of the optimization process show a significant improvement in performance
compared to the initial experiment results using the default XGBoost hyperparameters. The optimal
configuration obtained is n_estimators = 270, max_depth = 8, learning_rate = 0.07, subsample = 0.85,
and colsample_bytree = 0.72. With this configuration, the XGBoost model was able to produce superior
evaluation metrics on the validation data. Accuracy increased to 0.911, macro precision to 0.906, macro
recall to 0.902, macro Fi-score to 0.904, and macro ROC-AUC to 0.935. This shows that the
optimization process not only improves accuracy but also balances the model's performance in terms
of precision and recall, which is especially important in datasets with imbalanced class distributions.
In other words, PSO successfully improves the model's generalization ability and provides empirical
evidence that integrating metaheuristic techniques into the hyperparameter tuning process can
contribute significantly to improving machine learning model performance.

Table 4. Hyperparameter Optimization Results with PSO

Evaluation Metrics Result
Accuracy 0.911
Precision 0.906

Recall 0.902
F1-Score 0.904
ROC-AUC 0.935

To provide a comprehensive overview of each model's performance, a comparative analysis was
conducted on four classification algorithms applied to the Phishing Websites Data Set, namely
Random Forest, SVM, XGBoost with default hyperparameters, and XGBoost optimized using Particle
Swarm Optimization. The evaluation was carried out using five main metrics, namely accuracy,
precision, recall, F1-score, and ROC-AUC, to measure the model's ability to detect phishing websites
accurately and consistently. This comparison aims to identify the algorithm with the best performance
while assessing the impact of hyperparameter optimization on improving classification quality. The
complete results of the evaluation of the four models are presented in the following table.

Table 5. Comparison of Classification Model Performance

Model Accuracy Precision Recall Fi-Score ROC-AUC
Random Forest 0.896 0.889 0.902 0.895 0.921
SVM 0.872 0.865 0.879 0.872 0.903
XGBoost (Default Hyperparameters) 0.842 0.835 0.828 0.831 0.875
XGBoost (PSO Optimization) 0.911 0.906 0.902  0.904 0.935

Basd on Table 5, the XGBoost model with PSO optimization showed the best performance across all
evaluation metrics with an accuracy of 0.911 and ROC-AUC of 0.935, indicating excellent classification
and generalization capabilities. The Random Forest model ranks second with stable performance and
a high recall value (0.902), demonstrating its ability to effectively detect phishing sites. Meanwhile,
SVM provided fairly competitive results but still fell below Random Forest in all test metrics. XGBoost
with default hyperparameters obtained the lowest performance compared to other models, proving
that the hyperparameter optimization process using PSO significantly improved model performance.
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Figure 2. Performance Comparison Across Evaluation Metrics

The graph shows that XGBoost with PSO optimization has the best performance across all evaluation
metrics compared to other algorithms. Random Forest ranks second with consistent performance and
high recall values, while SVM ranks slightly below but still shows stable results. In contrast, XGBoost
with default hyperparameters produces the lowest performance, confirming that the hyperparameter
optimization process plays an important role in improving the classification capabilities of the model.

SHAP analysis was performed on the XGBoost model that had been optimized using Particle
Swarm Optimization to understand the contribution of features to phishing site predictions. Global
SHAP results show that features such as URL_Length, Have_IP, HTTPS, Redirect, and Domain_Age
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have the greatest influence on classification decisions. SHAP values indicate how much each feature
pushes the model's prediction toward the phishing or legitimate class.

In one sample classified as phishing, the model's probability prediction value was 0.87 (87%
likelihood of phishing). SHAP analysis provided the following feature contributions:

Table 6. SHAP analysis

Feature Feature Value SHAP Value Impact of Predictions

URL_Length 75 +0.12 Encourages phishing predictions
Have_IP 1 +0.18 Encourages phishing predictions

HTTPS o +0.09 Encourages phishing predictions
Redirect 3 +0.07 Encourages phishing predictions
Domain_Age o0.5 +0.05 Encourages phishing predictions

others - +0.04 Slightly encourages phishing predictions

Positive SHAP values indicate that the feature encourages the model to predict phishing, while
negative values (not present in this example) encourage the model to predict legitimate. The total
accumulated SHAP value for all features results in a final prediction probability of 0.87, consistent with
the model output. Global SHAP analysis shows that features such as Have_IP and URL_Length
consistently have the highest SHAP values across the dataset, confirming their dominant role in
phishing classification. The SHAP summary plot visualization shows the overall distribution of feature
contributions, while the dependence plot for the URL_Length feature shows that the longer the URL,
the greater its positive contribution to phishing predictions. These results prove that the
XGBoost+PSO model is not only powerful in terms of performance, but also transparently explainable
using SHAP. This approach increases user and stakeholder confidence in the implemented phishing
detection mechanism, as the contribution of each feature to the model's decision can be identified

numerically and visually.
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The SHAP summary plot image displays the relative contribution of each feature to the XGBoost model
prediction that has been optimized using PSO. The horizontal axis shows the SHAP value, which
represents the magnitude of a feature's influence on the model output, while the vertical axis displays
a list of features sorted by their level of importance. The color of the dots on the graph illustrates the
original value of each feature (from low to high). From this graph, it can be seen that several dominant
features have a significant impact on increasing or decreasing predictions, thus providing a clear
picture of the main factors driving the model's decisions. This visualization facilitates model
interpretation by showing the most influential features globally.
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Figure 4. dependence plot SHAP

The SHAP dependence plot shows the relationship between the SHAP value of a feature and the
original value of that feature, allowing analysis of how changes in feature values affect the direction
and magnitude of model predictions. The points in the graph illustrate the distribution of feature
influence across the entire data set, with additional coloring indicating potential interactions with
other features. This graph shows a non-linear pattern that explains the model's sensitivity to feature
variations, where at certain values the feature has a strong positive impact on the prediction, while at
other values it actually lowers the prediction results. Thus, the dependence plot provides more detailed
insight into the behavior of the model, not only globally, but also at the individual feature level.

3.5. Discussion

The results of this study demonstrate that ensemble-based approaches, particularly XGBoost
optimized using Particle Swarm Optimization (PSO), provide superior performance for phishing
website detection compared to conventional machine learning models. While Random Forest achieved
strong and stable results (accuracy 0.896; ROC-AUC 0.921), confirming the robustness of bagging-
based ensemble methods in handling high-dimensional feature spaces, its performance was still
surpassed by the optimized XGBoost model. The baseline SVM model, despite achieving satisfactory
discrimination ability (ROC-AUC 0.903), showed comparatively lower overall metrics, indicating that
kernel-based methods may be less adaptive to complex feature interactions inherent in phishing
datasets. Notably, XGBoost with default hyperparameters yielded the lowest performance (accuracy
0.842), highlighting that gradient boosting models are highly sensitive to hyperparameter
configurations. The integration of PSO significantly enhanced XGBoost’s predictive capability
(accuracy o.911; ROC-AUC 0.935), demonstrating the effectiveness of metaheuristic optimization in
navigating complex, non-linear search spaces to identify globally competitive solutions. Beyond
performance gains, SHAP analysis further strengthens the contribution of this study by providing
interpretability to the optimized model. Features such as Have_IP, URL_Length, HTTPS, Redirect, and
Domain_Age were identified as dominant contributors, aligning with established phishing
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characteristics in cybersecurity literature. The SHAP summary and dependence plots reveal both
global feature importance and non-linear feature effects, confirming that the model not only achieves
high predictive accuracy but also maintains transparency in its decision-making process. Collectively,
these findings underscore that combining advanced ensemble learning with metaheuristic
hyperparameter optimization and explainable Al techniques offers a powerful and reliable framework
for phishing detection, enhancing both model performance and stakeholder trust in real-world
deployment scenarios.

4. CONCLUSION
This study concludes that ensemble-based machine learning approaches are highly effective for
phishing website detection, particularly when combined with metaheuristic hyperparameter
optimization. The XGBoost model optimized using Particle Swarm Optimization achieved the best
performance, with an accuracy of 0.911, precision of 0.906, recall of 0.902, F1-score of 0.904, and ROC-
AUC of 0.935, outperforming Random Forest (accuracy 0.896; ROC-AUC 0.921), SVM (accuracy 0.872;
ROC-AUC o0.903), and XGBoost with default hyperparameters (accuracy 0.842; ROC-AUC 0.875).
These results confirm that systematic hyperparameter optimization substantially enhances the
predictive accuracy and generalization capability of gradient boosting models. Moreover, SHAP-based
interpretability analysis demonstrated that features such as Have_IP and URL_Length play dominant
roles in classification decisions, ensuring that high performance is accompanied by transparent model
explanations. For future research, it is recommended to explore hybrid optimization strategies (e.g.,
combining PSO with Bayesian or evolutionary optimization methods), evaluate the proposed approach
on larger and more recent real-world phishing datasets to assess temporal robustness, and investigate
deep learning-based feature representation techniques. Additionally, future studies may focus on real-
time deployment scenarios, computational efficiency, and robustness against adversarial manipulation
to further strengthen the practical applicability of phishing detection systems in dynamic cybersecurity
environments.
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